Abstract-In this paper, we propose an anti-phishing method to protect Internet users from the phishing attacks. The scope of our study is on the Internet phishing, particularly focusing on the detection of phishing website. In order to do that, our proposed method will render a screenshot of the webpage and segment the region of interest, which consists of the website logo. Next, we will utilize Google image database to identify the website identity based on the segmented website logo. During the identification process, we employ the content-based image retrieval mechanism provided in Google Image Search engine to locate the most similar logo from Google image database. The returned results will reveal the real identity of the website. With the real identity, we can differentiate a phishing website from the legitimate website by assessing the domain name of the query website. The conducted experiments show promising results and our findings prove that we can effectively detect a phishing website when we manage to determine the real identity of a website.
I. INTRODUCTION
Online Phishing is a criminal act of deception in obtaining the sensitive information such as username, passwords, credit card detail and etc. by masquerading as trustworthy entities in electronic communication. It usually gained users credence by proclaiming they are from the legitimate party, such as popular mail services providers (Gmail, Yahoo) or financial institution (Paypal, Brandesco Bank), and then directing user to a fraudulent website to harvest users credentials.
Due to the severity of the losses, phishing was recognized as one of a fully industrialized economy crime [1] . According to the reports released by APWG, the number of phishing attempts is on the rise and accelerating. The statistics has showed the total phishing attacks have increased from 48,244 to 123,486 cases from the first half of year 2010 until the second half of year 2012 [2] . As for monetary losses, the statistics released by RSA in July shows that the estimated worldwide losses from phishing attacks alone amounted to over US$687 million during the first half of year 2012 [3] .
To prevent users from the phishing attacks, many antiphishing solutions have been proposed. Basically, there are two major approaches in anti-phishing: the store-list based (i.e., blacklist and whitelist) and the heuristic based approaches. Stored-list approach is assessing the existence of a query website (e.g., the URL of a suspicious website) to the set of entries stored in the predefined list. The list can be blacklist, whitelist or both. On the other hand, heuristic based approach is based on the mechanism of extracting some distinctive features or characteristics from the website in query to facilitate the detection and identification of a phishing website.
II. RELATED WORKS
Due to the ever increasing incidents of phishing attacks as shown in the statistics listed above, there are many different new anti-phishing methods are proposed. One of the popular methods is browser-integrated solution. Chou et al. introduced one such tool called SpoofGuard, which will looks for phishing symptoms such as obfuscated URLs in web pages and raises alerts [4] . Gabber et al. also presented a tool to protect the clients identity and password information. They defined client persona in terms of username, password and email address and introduced a function which provides a client with different persona for different servers visited [7] . Ross et al. later introduced a similar concept by a tool called PwdHash. This tool will create a domain-specific passwords which will become useless if it is submitted to a different domain [10] .
Another solution has been proposed by Dhamija et al. which called Dynamic Security Skins [5] . This technique uses a shared secret image that allows a remote server to prove its identity to an user in such a way that it is easy for an user to verification but hard for attackers to spoof. However, this protocol does not provide security for situations where the user login is from a public terminal.
Fu et al. proposed a visual similarity method which uses Earth Movers Distance (EMD) to measure the webpage visual similarity in distinguishing the phishing websites [6] . They first converted the involved webpages into low resolution images and then used color and coordinate features to represent the image signatures. After that, they used EMD to calculate the signature distances of the converted images. If the EMD-based visual similarity of a webpage exceeds the threshold of a protected webpage, that page will be classified as a phishing websites. Since this method is assuming the phishing website is visually very similar to the targeted legitimate website, phishers can easily thwart the detection by decreasing slightly the degree of visual similarity.
Hara et al proposed an interesting phishing detection method using image similarity-based approach [8] . This method is able to detect phishing websites even if the original websites are not registered first in their system. The authors also employed an application called ImgSeek for the image similarity comparison. The comparison is not only involved phishing and targeted legitimate websites, but also included the comparison among the phishing websites which look similar to each other (two different phishing websites may look similar as they are targeting the same legitimate website). If the system discovers a different image displayed on web pages from the past, the system will registers it as unknown site and uses this unknown sites to detect the new phishing sites. By these two factors, this system does not need an initial database.
CANTINA is a content-based phishing detection algorithm proposed by Zhang et al [11] . This method calculates term frequency-inverse document frequency (TF-IDF) of the content of a website and generates a lexical signature. The generated lexical signature will be used as the keyword to perform web search using Google search engine. The returned result will be used to classify the legitimacy of a website. However, CANTINA performance will be influenced by the language used in the website.
Recently, Huh and Kim propose a new heuristic phishing detection method based on the search results returned from the popular search engines such as Google, Bing and Yahoo [9] . The full URL of a website a user intended to access is used as the search query. The number of returned results and ranking of the website are used for the classification. Usually, searching legitimate websites will return large number of results and ranked top, whereas searching phishing websites will return no result or ranked low.
III. PROPOSED METHODOLOGY
It is noteworthy to mention that the main objective of a phishing website is to deceive the users into believing that the phishing website they are visiting is the legitimate website. In order to do this, phishers will clone a phishing website that visually resembles the legitimate website. Phishers will rip off the visual components (i.e., logo, emblem or trademark) from the legitimate website and use them in their phishing website.
In order to detect phishing website, the first question to ask is: how to differentiate a phishing website from a legitimate website given the fact that they look identical? If we can somehow determine the real identity of a query website (if the query website is a phishing website, the real identity will be the identity of the targeted website), we can then differentiate them. Knowing the phishers will use the visual components ripped off from the legitimate website especially the logo in their phishing websites, this motivate us to propose an anti-phishing method based on the identification of website identity through the logo. This is rational as the logo is usually representing the identity of a legitimate website.
In this paper, the proposed method involves two main processes: logo segmentation and website identity identification. In logo segmentation process, the logo is extracted from the website in query. Whereas in website identity identification process, extracted logo will be used to determine the identity of the website.
As this paper is to present our preliminary work in progress, we have currently used the fixed segmentation as shown in Fig. 1 for the logo extraction. From Fig. 1(a) to 1(c) , we progressively reduce the non-related area to get a tighter fit to the logo and observe the detection rate. We have also tried the best fit logo segmentation by manually cropping the image as shown in Fig. 2 . The cropped best fit logo image will contain only the logo itself with minimum non-related area.
During the identity identification process, clearly a complete and up-to-date database of different website logos is needed. Maintaining this database effectively alone is impossible. Hence, we utilize Google image database. To fully utilize Google image database, we employ the image content-based retrieval function from Google Image Search facility. This allow us to retrieve the real identity of a query website from the vast image database. The flow of our proposed method is depicted in Fig. 3 .
First, for a given query website, the visible webpage screenshot is captured. Next, we segment the screenshot into segmentation of 1 × 3, 2 × 2 or 3 × 3 as shown in Fig. 1 . In general, we find that majority of the logo of a website is located on the top part of a webpage and mostly on the top left side. Hence, only the top part of an image (the shaded region shown in Fig. 1 ) will be segmented from each screenshot and uploaded to the Google Image Search engine. After that, the returned keywords from Google Image Search will then be used for the second search using Google text search. If the domain name of the query website does not match with any of the domain name returned from the top 30 results of the second search, the query website is considered as a phishing website. If there is no keyword returned from the Google Image search, it is considered as an unknown result.
IV. EXPERIMENTAL RESULTS AND ANALYSIS
We have collected 400 phishing websites from PhishTank 1 and 50 legitimate websites from Alexa 2 . Screenshot of each website is captured by using Google Chrome plugins function and saved as JPEG format. We have created four datasets from these images using the fixed segmentation and the best fit extraction as shown in Fig. 1 and 2 , respectively. Namely, the first three datasets are the segmented images based on the segmentation of 1 × 3, 2 × 2 or 3 × 3, respectively. The fourth dataset consists of the best fit logo images (i.e., image with only the logo itself with minimum non-related area). The purpose of the fourth dataset is to create the ideal case condition for trying to get the best detection performance. Table I shows the detection results for the four datasets. We abbreviate the dataset as Dataset 1, Dataset 2, Dataset 3 and Dataset BF for the first three datasets and the best fit logo image dataset, respectively. Whereas true positive, true negative, false positive and false negative are abbreviated as TP, TN, FP and FN, respectively. To get a clearer and better understanding of the detection performance, the following three measurement metrics are used:
• Accuracy -the rate of the websites correctly classified, TP + TN phishing + legitimate website become higher (i.e., the Accuracy and Specificity is increasing, while the Sensitivity is decreasing). It is because the ratio of logo size occupied in the segmented image has become larger. In other word, larger ratio means lesser non-related area which is important to obtain an accurate Google Image Search. This is verified by the highest detection results obtained for Dataset BF, which the image used for Google Image Search is wholly based on the logo itself. This justified the effectiveness and feasibility of our proposed anti-phishing method using website logo to identify the website identity.
The effectiveness of our proposed method is very much depended on the right input (i.e., the segmented image which consists of logo) fed to the Google Image Search. Even though we have found that most of the logo is located on the top left part of a webpage, but there are exceptions. For example, if a website has a logo located on the top right side and our method is using the segmentation of 3 × 3. We will feed Google Image Search with insignificant information and causes a wrong detection. Knowing this limitation, one of the future works is to look into the segmentation.
Besides, there are some situations which will stretch the limit of our proposed method. For instance, some websites allow users to login with multiple social networks IDs. In this case, the website will contain multiple logos on the webpage (i.e., the logo of the website and the logo of the social network). Without an effective segmentation, we may end up segmenting the wrong logo. However, this problem is not menacing, it is more to generating the false alarm.
Another similar problem, where multiple logos are available within a phishing website as illustrated in Fig. 4 will pose some challenge to the proposed method as well. The challenge is to determine the right identity of the targeted website from the multiple logos.
Noted that there are some logo which is highly resembled to other logo as illustrated in Fig. 5 . This will cause Google Image Search to return an undesired result. This is not surprising as even human also cannot effectively differentiate them. Other rare cases which also contributes to the drop of the detection accuracy are those phishing websites which is not clear what legitimate website are they targeting. In other word, if we inspect the phishing website manually, it is unclear for us which legitimate website are the phishers impersonating. An example of this phishing website is shown in Fig. 6 . This type of phishing websites does not have significant feature such as logo, emblem or trademark used for identification. However, these phishing websites can be considered as ineffective attack as this will easily arouse suspicion of an user.
V. CONCLUSION AND FUTURE WORK
In this paper, we propose a phishing detection method based on the identification of the website identity. Currently we have used the fixed segmentation and best fit logo extraction techniques to test our proof-of-concept experiments. In this paper, we utilize the Google Image Search to retrieve the identity of a website from the extracted logo. The preliminary results show promising outcome. Our findings reveal that in order to effectively detect a phishing website, we must first identify the real identity of the website. With the real identity, we can differentiate a phishing website from the legitimate website by assessing the domain name of the query website.
As one of the future works, we will employ image processing algorithm to automate the best fit logo extraction process.
This includes the ability to locate the right position of the logo within a webpage. In additional, we will also look into the source of HTML to extract the logo image file (i.e., the tag <img src= . . . >).
